CASE 5.1 OPENING CASE

BlackPOS Malware Steals Target's Customer Data - —

Figure 5.1 Target data
breach overview.
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Target is a major discount retailer in the United States (Figure 5.1). Target's map.
agement admitted that 40 million credit and debit card accounts were EXposed
between November 27 and December 15, 2013. During that peak holiday Shm
season, hackers captured credit card data from the stores’ point-of-sale (POS)
payment termunals (Figure 5.2).

Target disclosed the breach on December 19, 2013: then on January 10, 2004
the retailer also reported that hackers stole 40 million credit card numbers along
with the personal information of another 70 million customers. The incident scared
shoppers away, affecting the company’s profits throughout 2014,
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w!- the malware identifies the process mssociated with the aredit cand
reader and wieals payment card Track | and Track 2 data from its memory, These
&r¢ the data stoved on the magnetic strip of payment cards that were used 1o clone
OF Ccreaie counterfeit cards. .
More feature-rich versions of BlackPOS selling for roughly 52,300 provide
‘Encryption support for stolen data. The BlackPOS creator is not confirmed, but
Experts tracking the malware suggest that the hacker may be based in Rus
Uksaine. The US. Secret Service estimated that the type of malware that
i

- Target's breach has affected over 1000 1S businesses

#6 percent and sales revenue fell 5.3 percent. A few
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Woridwide in 2013; The consequences of [ax cvbersecurity include damaged repu-

n nancai penaities, federal and state government fines, lost market share,
s Shlare prices, and consumer backlash.
I'the mzin LAlUsC Of a2 data breach is }'m.;_';'.;;n!i_ but the reason hu.._-l.;jng 5 =0 1
I neglizenc management not doing enough to defend agamst cyber.
threats. Fa & nieh-

EN-tech companies and market leaders. as shown in Table 5.1,

Appear 1o be detached from the value of the confidential data they store and the
reat that highly motivated hackers will ury 1o steal them. As you will read in this
robust data security is not the responsibility of I'T alone. but the Ongoing

duty ol evervone in an organization.

Hacks of high-tech companies like Linkedin. Google, Amazon, eBay, and
Sony, and top secunity agencies like the CIA and FBI arc proof that no one is
sdle. Cyberwarriors are too well funded and motivated. Countering cvber-threats

mands diligence, determination, and investment. I'T at Work 5.1 illustrates the
sell-destructing and encryption features of a secure smartphone in order to protect

conversations, transmissions, and stored data effectively,

Black—the Self-Destructing Smartphone




